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Data Protection Procedure

Policy Statement
Everyone has rights with regard to how their personal information is handled and this policy

aims to respect those rights.

Data Protection legislation aims to prevent harm to those individuals we process data
about by creating legal responsibility for keeping the information we hold as safe as
possible. There are no secrets when it comes to how we use personal data and we only
keep the information we need to help carry out our role.

The types of personal data that we may be required to handle relates to:

o Members

o Volunteers

. Couch to 5k programmes

o Club organised events e.g. races

The information, which may be held on paper or on a computer or other mediaq, is subject
to certain legal safeguards specified in Data Protection Law which is in force at any given
time (‘the Law’) and other regulations. The Law imposes restrictions on how we may use
that information.

Status of the Policy
This policy sets out our rules on data protection and the legal conditions that we must
safisfy in relation to the personal information that we hold.

Definitions
"Data” is information which is stored electronically, on a computer, or in certain paper
based filing systems;

"Data subjects” for the purpose of this policy includes all living individuals about whom we
hold personal data. A data subject need not be a UK national or resident. All data subjects
have legal rights in relation to their personal data;

"Personal data" means data relating to a living individual who can be identified from that
data (or from that data and other information in our possession). Personal data can be
factual (such as a name, address or date of birth) or it can be an opinion (such as a
performance appraisal);

"Data controllers” are the people who or organisations which determine the purposes for
which, and the manner in which, any personal data is processed. They have a
responsibility fo establish practices and policies in line with the Act. We are the data
conftroller of all personal data used in the club.
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"Data users" include volunteers whose role involves using personal data. Data users have a
duty to protect the information they handle by following our data protection and security
policies at all fimes;

"Data processors" include any person who processes personal data on behalf of a data
confroller. Employees of data controllers are excluded from this definition but it could
include suppliers which handle personal data on our behalf;

“Information Commissioners Office (ICO)” is the UK regulator of Data Protection Law;

"Processing" is any activity that involves use of the data. It includes obtaining, recording or
holding the data, or carrying out any operation or set of operations on the data including
organising, amending, retrieving, using, disclosing, erasing or destroying it. Processing also
includes transferring personal data to third parties;

"Special Category data" includes information about a person's racial or ethnic origin,
political opinions, religious or similar beliefs, trade union membership, genetic or biometric
data, health information, sex life or sexual orientation, or about the commission of, or
proceedings for, any offence committed or alleged to have been committed by that
person, the disposal of such proceedings or the sentence of any court in such proceedings.
Sensitive personal data can only be processed under strict conditions.

Data Protection Principles

Anyone processing personal data must comply with the six principles of Data Protection
Law. These provide that personal data must be:

e Principle 1: Personal data shall be processed lawfully, fairly and in a fransparent
manner;

e Principle 2: Personal data should be collected for specific, explicit and legitimate
reasons;

e Principle 3: Personal data processing should be adequate, relevant and limited to only
what is necessary;

e Principle 4: Personal data should be accurate and where necessary kept up to date;

Principle 5: Personal Data should only be retained as long as is necessary;
e Principle 6: Personal data should be processed in an appropriate manner to maintain
security.

Principle 1: Personal data shall be processed lawfully, fairly and in a transparent manner
The first principle is aimed at making sure that the Data Subject knows exactly:

who we are and how to contact us

what we will be doing with their personal data
how long we may need it

why we are processing their personal data
who we might share it with
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e what their individual rights are

We do this in the form of a Privacy Policy which is on the UKA website
https://www.uka.org.uk/privacy/

Upon collection of any personal information it is the Club’s Membership Secretary’s
responsibility to ensure that the data subject is given access to our Privacy Policy which can
be found on the UKA website.

For personal data to be processed lawfully, certain conditions have to be met. These may
include, among other things, requirements that the data subject has consented to the
processing, or that the processing is necessary for the legitimate interest of the data
conftroller or the party fo whom the data is disclosed. When special category data is being
processed, more than one condition must be met. In most cases the data subject's explicit
consent to the processing of such data will be required. If you are unsure whether you are
processing data lawfully you should seek advice.

The Law does not intend to prevent the use of personal data, but to ensure that it is done
faily and without adversely affecting the rights of the data subject.

Principle 2: Personal data should be collected for specific, explicit and legitimate
reasons

Explicit, means that the Data Subjects must be able to choose which activities you can use
their personal data for, and opt out of the activities they do not like.

Legitimate means that if you can’t justify the reason (legally) for collecting and using
personal data; you should not be collecting it at all.

Personal data may only be processed for the specific purposes notified to the data subject
when the data was first collected or for any other purposes specifically permitted by the
Act. This means that personal data must not be collected for one purpose and then used
for another. If it becomes necessary to change the purpose for which the data is
processed, the data subject must be informed of the new purpose before any processing
OCCUTS.

It is the responsibility of the Club Chair fo ensure that the Data Protection Officer at UKA is
notified when we use data for a new purpose.

Principle 3: Personal data processing should be adequate, relevant and limited to
only what is necessary

It is the responsibility of the Club Membership Secretary who collects the personal data to
make sure that you only collect what you require for the purpose that it is being used. Any
data which is not necessary for that purpose should not be collected in the first place.
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Principle 4: Personal data should be accurate and where necessary kept up to date;

Personal data must be accurate and kept up to date. Information which is incorrect or
misleading is not accurate and it is the Membership Secretary’s responsibility to ensure that
steps are taken to check the accuracy of any personal data af the point of collection and
at regular intervals afterwards. Inaccurate or out-of-date data should be securely
destroyed.

Principle 5: Personal Data should only be retained as long as is necessary;

Personal data should not be kept longer than is necessary for the purpose. This means that
data should be securely destroyed or erased from our systems when it is no longer required.
It is the Membership Secretary’s responsibility to ensure that data is securely.

Principle é: Personal data should be processed in an appropriate manner to
maintain security.

We must ensure that appropriate security measures are taken against unlawful or
unauthorised processing of personal data, and against the accidental loss of, or damage
to, personal data. Data subjects may apply to the courts for compensation if they have
suffered damage from such a loss.

The Act requires us to put in place procedures and technologies to maintain the security of
all personal data from the point of collection to the point of destruction. Personal data may
only be fransferred to a third-party data processor if there are necessary safeguards in
place.

The Data Sharing Code of Practice issued by the ICO (see Appendix 1) should be
considered along with the checklist at Appendix 1a before any personal information is
shared. Itis every committee member’s responsibility to ensure that this is done.

Maintaining data security means guaranteeing the confidentiality, intfegrity and availability
of the personal data, defined as follows:
"Confidentiality" means that only people who are authorised to use the data can access it;

"Integrity” means that personal data must be accurate and suitable for the purpose for
which it is processed;

"Availability" means that authorised users must be able to access the data if they need it
for authorised purposes. Personal data must therefore be stored on our central computer
system instead of individual PCs.

Security procedures include:
"Entry controls" means any stranger seen in enfry-confrolled areas must be reported;

"Methods of disposal" means paper documents must be shredded. Hard drives or external
storage media (such as USB drives, external drives) and CD-ROMs must be physically
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destroyed when they are no longer required. All personal information must be destroyed in
line with Confidential Waste and Disposal Procedures.

Individual Rights

Individuals have the right to be informed about the collection and use of their personal
data. This is a key transparency requirement under the Law.

Data must be processed in line with data subjects' rights. Data subjects have a right to:

be informed about how we use their data. We do this by providing a privacy notice on our
website and at the point of collecting their data. It is every employee’s responsibility to
ensure that people know about our Privacy Policy when collecting personal data.

Have their personal data corrected if it's inaccurate and to have incomplete personal data
completed. An individual can make a request verbally or in writing and we have one
calendar month to respond. If a request is made, the Membership Secretary receiving the
request should take reasonable steps to ensure that the data is accurate and rectify it if
necessary. We can refuse to comply with a request for rectification if the request is
excessive, taking into account whether the request is repetitive in nature. In this case you
should contact the UKA Data Protection Officer for assistance.

object to the processing of their personal data. This right only applies in certain
circumstances.

restrict the processing of their personal data. An individual can make a request verbally or
in writing and we have one calendar month to respond. This right only applies in the
following circumstances:

¢ the individual contests the accuracy of their personal data and we are verifying the
accuracy of the data;

¢ the data has been unlawfully processed (ie in breach of the lawfulness requirement
of the first principle of the GDPR) and the individual opposes erasure and requests
restriction instead;

e we no longer need the personal data but the individual needs us to keep it in order
to establish, exercise or defend a legal claim; or

e the individual has objected to us processing their data under Article 21(1), and we
are considering whether our legitimate grounds override those of the individual.

have their personal data erased (this is also known as the ‘right to be forgotten’). An
individual can make a request verbally or in writing and we have one calendar month to
respond. This right only applies in the following circumstances:

e the personal data is no longer necessary for the purpose for which we originally
collected or processed it for;

e we are relying on consent as our lawful basis for holding the data, and the
individual withdraws their consent;
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e we are relying on legitimate interests as our basis for processing, the individual
objects to the processing of their data, and there is no overriding legitimate
interest to continue this processing;

e we are processing the personal data for direct marketing purposes and the
individual objects to that processing;

e we have processed the personal data unlawfully (ie in breach of the lawfulness
requirement of the 1st principle);

e we have to do it to comply with a legal obligation; or

e we have processed the personal data to offer information society services to a
child.

Any requests to have data erased should be sent to the UKA Data Protection Officer
immediately.

request access o their personal data and information and more information about how
we use it

move, copy or transfer your personal data (also know as ‘data portability’).

Dealing with Subject Access Requests A formal request from a data subject for information
that we hold about them must be made in writing. It is the responsibility of the person who
receives a written request to forward it to the Club Chair immediately.

Providing Information over the Telephone

When telephone enquiries are made the club should be careful about disclosing any
personal information held by us. In particular they should:

e Check the caller's identity fo make sure that information is only given to a person
who is entitled to it;

e Suggest that the caller put their request in writing if they are not sure about the
caller's identity and where their identity cannot be checked

Personal Data Breaches

A personal data breach can be defined as a security incident that has affected the
confidentiality, integrity or availability of personal data.

It is the responsibility of all of members to contact the Club Chair when a data breach
takes place so that the Club Chair and Committee can decide what action is
required and if the breach has to be reported to the Information Commissioners
Office (ICO).

It is our duty in Law to report certain types of personal data breach to the Information
Commissioners Office (ICO). We must do this within 72 hours of becoming aware of
the breach, where feasible.
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If the breach is likely to result in a high risk of adversely affecting individuals’ rights and
freedoms, we must also inform those individuals without delay.

Sending personal data outside of the UK and EEA
It is very unlikely that we will send personal data outside of the UK and the European

Economic Area (EEA). However, there may be very rare occasions that we are
required to do so (i.e. fo respond to a reference request).

Countries inside the EEA and other 'safe countries' have adequate protections for personal
data under laws similar to UK Law but in other countries steps will be taken to ensure
appropriate safeguards are put in place so that data is protected before it is
fransferred.

If we have a need to transfer personal data outside of the UK/EEA or to an unsafe
country we must ensure that it is done so in line with Data Protection Law.

A list of EEA counfries and safe countries can be found at Appendix 3.
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